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1
Decision/action requested

Approve the following changes to Section 5.18 of TR 33.848
2
References

None
3
Rationale

There are currently no potential security requirements for Key Issue 17.  This document adds some.
4
Detailed proposal

5.18
Key Issue 17: Software Catalogue Image Exposure.

5.18.1
Key issue detail

In legacy PNF implementations there is a high degree of security by obscurity in terms of the software images that form vendor implementations of 3GPP NFs. While 3GPP specifications describe the high-level functionality of NFs and CT stage 3 specs describe the protocol of the interfaces between them, without "stealing/borrowing" numerous large racks of servers, it is difficult for an attacker to directly analyse the source code or executable software in a PNF.

Virtualised networks define convenient software onboarding APIs and use central software catalogues to hold the VNF images prior to instantiation. There has been significant resistance in ETSI ISG NFV and open source communities to mandate full mandatory integrity checking of software images at both the overall package and sub-component (artefact) level. Current implementations offer minimal if any mandatory signing and where they do, this is based purely on vendor signatures. Therefore, in theory at least, any image from the same vendor would past verification checks if loaded into the wrong CSP software catalogue.

Furthermore, the software catalogues with or without integrity protection provide a standardised description of the VNFs, their resource requirements, their configuration and ultimately the compiled executables that makeup the VNF. If an attacker is able to access the catalogue then they will be able directly gain a lot of information which can then be used to attack the running instances of the VNF. Where those VNFs contain cryptographic functions or sensitive information, this increases the risk further.

Based on current virtualisation standards in ETSI and Open Source, confidentiality protection of whole image or artefacts during; run-time, on-boarding, storage and instantiation is not supported, although for LI purposes this was recommended in ETSI TS NFV-SEC 011 [11].

5.18.2
Security threats
5.18.3
Potential security requirements
Images in a software catalogue for a 3GPP core network should be integrity protected.  This integrity protection should be verified when an image is loaded into the catalogue and again before a VNF is instantiated.  The image should be bound to a specific network.  Images should not be loaded if integrity protection checks fail.
